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Privacy Policy

Thank your visiting the BASF website. We appreciate your interest in our company.

Asdata protection is of utmost priority at BASF, we would like to inform you in detail about our Privacy Palicy.
A. Who is responsible for data processing and who is our data protection officer?

B. What data do we process, for what purposes, for how long and on what legal basis?

C. Are you obliged to provide us with this data?

D. Whom do we disclose your personal data to?

E. How do we secure your personal data?

F. What are your rights?

G. Where can you lodge a complaint?

H. Data protection of minors

A. WHO IS RESPONSIBLE FOR DATA PROCESSING AND WHO IS OUR
DATA PROTECTION OFFICER?

You can find the controller here.

Our data protection officer:

Alexandra Haug EU Data Protection Officer 67056 L udwigshafen +49 (0) 621 60-0

e-mail: data-protection.eu@basf.com


https://www.basf.com/global/de/legal/credits.html
mailto:data-protection.eu@basf.com
https://info.rmpaint.com/node/102
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B. WHAT DATA DO WE PROCESS, FOR WHAT PURPOSES, FOR HOW
LONG AND ON WHAT LEGAL BASIS?

Below, we inform you about data processing on our site (a), its purposes and legal basis (b) aswell asthe respective
storage period and, if applicable, specific objection and removal options (c).

1. Log files
a. Data processing

If you visit our website for information purposes only, i.e. if you do not register or transmit data in any other way
(e.g. via a contact form), the following infor mation is automatically transmitted from your browser to our server:

Your terminal's | P address

Information about your browser

Name of the website from which you are visiting

Name of the offer page (URL) accessed or file opened

Date and time of your visit

Statusinformation such as error messages

o Transferred data volumes and the access status (file transferred, file not found, etc.)

e Operating system and version of the operating system of your computer aswell asthe name of your access provider

b. Purposes and legal bases

When you visit the BASF website, we use the | P address and other data that isautomatically transmitted from your
browser to our server under B. 1 a, to:
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e provideyou with therequested content

e ensurethe security and stability of our website and to trace any unauthorized use

e makeit easy to use our website.

Thelegal basisfor data processingis Article 6(1), first sentence, point (f) GDPR. Our legitimate interests follow from
the data processing pur poses specified above. We do not use the collected data for the purpose of drawing conclusions
on your person under any circumstances.

c. Storage period

Thedatawill be erased onceit isno longer necessary for the purpose for which it was collected. If data is collected to
providethe website, it will be erased once when the respective session hasended. If thedataisstored in log files, it
will be erased after seven days, at thelatest. It may be stored longer. In this case, the | P addresses are render ed
anonymous by deleting the last eight bitsand it will be no longer possible to attribute the calling client.

2. Cookies
a. Data processing and respective legal basis

We use cookies on our website. Thisistext information that can be stored for a visited websitein the browser on the
viewer'sterminal (web server, server). The cookieiseither sent from the web server to the browser or generated in
the browser by a script (JavaScript). The web server can read this cookie information directly from the server during
subsequent visitsto thispage or transfer the cookie information to the server via a website script. Cookies do not
cause any damage to your terminal, and do not contain any viruses, Trojansor other malware.

The cookie storesinformation which in each instance arisein connection with the specifically used terminal device.
However, this does not mean that as a result, we obtain immediate knowledge of your identity.

Generally, we use the following cookies:

e Essential cookies

These cookies arerequired for the websiteto function. Usually, such cookies are only set in response to actions taken
by you which correspond to a service request, such as configuring your privacy settings, logging in, or completing
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forms. You can select your browser settingsto block such cookies or to notify you about them. However, in this case,
some ar eas of the website will not work.

Thelegal basisfor processing such cookiesisArticle 6(1), first sentence, point (f) GDPR. Our legitimate interests
follow from the data processing purposes specified under B.1.b.

e Service cookies

These cookies enable usto count visitsand traffic sourcesin order to gauge and enhance the performance of our
website. They assist usin determining which pages are most popular, which areleast used and how visitors move
around the website. All information gathered by these cookies is aggregated and ther efore anonymous. If you do not
accept these cookies, we cannot know when you have visited our website.

Thelegal basisfor processing such cookiesisyour consent pursuant to Article 6(1), first sentence, point (a) GDPR,
which you have given us by selecting in the cookie banner or in our Privacy Preference Center.

You havetheright to withdraw your consent at any time without affecting the lawfulness of the processing carried
out on the basis of the consent until withdrawal. To do this, please change the settingsin the Privacy Preference
Center.

e Functional cookies

These cookies enable the website to provide enhanced functionality and customization. They can be set by us or by
third party providerswhose services we use on our pages. |f you do not allow these cookies, some or all of these
services may not function properly.

The legal basisfor processing such cookiesisyour consent pursuant to Article 6(1), first sentence, point (a) GDPR,
which you have given us by selecting in the cookie banner or in our Privacy Preference Center.

You have theright to withdraw your consent at any time without affecting the lawfulness of the processing carried
out on the basis of the consent until withdrawal. To do this, please change the settingsin the Privacy Preference
Center.

o Cookiesfor marketing purposes
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These cookies may be set via our website. They may be used by our advertising partnersto profile your interestsand
show you relevant ads on other sites. If you do not accept such cookies, you will experience lesstargeted advertising.

Thelegal basisfor processing such cookiesisyour consent pursuant to Article 6(1), first sentence, point (a) GDPR,
which you have given us by selecting in the cookie banner or in our Privacy Preference Center.

You have theright to withdraw your consent at any time without affecting the lawfulness of the processing carried
out on the basis of the consent until withdrawal. To do this, please change the settingsin the Privacy Preference
Center.

b. Specific use of cookies, purposes and storage duration

Specifically, we use the following cookies, depending on the cookie preferences you set in the Privacy Preference
Center. Only essential cookies are activated by default. If you do not want thiseither, you have the option of rejecting
cookiesin your browser altogether. In thiscasethe functionality of the visited website may be affected.

Cookie Settings

Further details on the respective cookie providersisavailablein the Privacy Preference Center, under the respective
cookie categories.

3. Contact form and e-mail
a. Data processing

Our websites contain contact formsaswell aslinksfor contacting usdirectly by e-mail. If you use one of these contact
forms, the data entered in the entry mask will be transmitted to usand processed. The mandatory data, which must
be provided in the respective contact form electronic contact information, are marked therein with (*). If you provide
uswith additional data, thisisdone voluntarily.

If you contact us directly by e-mail, we process the associated e-mail meta data as well asthe content of the message.
b. Purposes and legal bases

Your data will be processed to enable usto contact you and to process your request and also to provide you with our
respective services, aswell asto prevent any misuse of the contact form and to ensurethe security of our information
technology systems.


https://info.rmpaint.com/node/102

M' Privacy Policy &

Thelegal basisfor processing such mandatory information is Article 6(1), first sentence, point (f) GDPR. The

afor ementioned purposes also constitute legitimate interestsin the processing of the data. I f the objective of the
contact isthe entering into a contract, an additional legal basisfor the processing is Article 6(1), first sentence, point
(b) GDPR. Thelegal basisfor processing of data voluntarily provided by you isyour consent pursuant to Article 6(1),
first sentence, point (a) GDPR.

c. Storage period

The data subject's personal data will be erased or blocked once the storage pur pose ceasesto apply. Data may also be
stored if thishasbeen provided for by the European or national legislator in EU regulations, laws or other
regulations gover ning the controller. The data will also be blocked or erased once a storage period prescribed by the
aforementioned standards expires, unlessthereisa need for further storage of such data for enteringinto or
performance of a contract.

If you have given your consent, you havetheright to withdraw your consent at any time without affecting the
lawfulness of the processing carried out on the basis of the consent until withdrawal. Please notify your respective
BASF contact partner accordingly.

4. Embedded YouTube videos
a. Data processing

We haveintegrated YouTube videosinto our online offering, which are stored on the YouTube platform and can be
played directly from our website. YouTubeisa service of Google LL C, D/B/A YouTube. 901 Cherry Ave., San Bruno,
CA 94066, USA (hereinafter as*Google’). Thevideos are all embedded in the so-called * Y ouTube-nocookie-mode’,
which meansthat no cookies are being utilized and ther efore no data about you asa user isbeing transferred to
Google.

If you play the video, your |P-Adresswill betransferred to Googlein order to display and provide therequested
content. Thisdata transfer iscarried out regardless of whether Google provides a user account through which you
arelogged in or whether no user account exists. If you arelogged in at Google, your data might be assigned directly to
your account.

b. Purposes and legal basis
We use YouTube videos on our website to present thoseto you in an easy way.

Thelegal basisfor the processing of your personal dataisour legitimateinterest accordingto Art. 6 para. 1 sentence
1lit. f GDPR.

In the course of the data transfer to Google, your personal data will betransferred to servers of Google, which might
also be located in the USA. The USA isa country that does not have a level of data protection which isadequateto
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that of the EU. In particular, this meansthat personal data can be accessed by US authoritiesin a simplified manner
and that thereareonly limited rightsto such measures. If you activate the YouTube video function, you expressly
consent to thetransfer of datato Google and to the transfer of your personal datato serverslocated in the USA.

c. Further information

Further information on data processing, in particular on the legal basis and storage period by Google, can befound in
the provider's privacy policy (https://policies.google.com/privacy) and in the privacy banner on the YouTube
platform. Thereyou will also find further information on your rightsand setting optionsto protect your privacy.

Google may also process your personal information in the United States, athird country without an adequate level of
data protection.

5. Social media hyperlink

Our websiteincludes hyperlinksto the following social media services: LinkedIn, Facebook, Twitter, Vimeo,
YouTube, Slideshare, flickr and Instagram.

These are designed in the form of the corresponding logos and are stored on our own server. No data about you as a
user istransferred to therespective provider servicesthat when our websiteisloaded for thefirst time. You will be
directed to the respective website only when you click on the logos. M or e of your data may be processed on such
websites.

We have no influence on such data processing on the respective linked websites.

C. ARE YOU OBLIGED TO PROVIDE US WITH THIS DATA?

When visiting our website, the information mentioned in point B. 1. a. and theinformation from the cookies classified
asessential is processed automatically. Transmission of such information isvoluntary. We cannot display the
requested page without the provision of such personal data.

If you:

¢ allow usto use cookies not classified as essential,

e want to contact usand send usan e-mail or use our contact form to do so, or

e would liketo watch embedded YouTube videos,
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transmission of such information isvoluntary.

If you contact us, we will not be able to answer your request, or not in the optimal manner in the selected way if you
do not provide uswith personal data required in the particular case. Insofar as cookies are concerned, the lack of
consent may lead to therestriction of the functionality of the website or parts of it. Embedded videos cannot be played
without your consent.

D. WHOM DO WE DISCLOSE YOUR PERSONAL DATA TO?

Within our company, only persons and departments are given accessto your aforementioned personal data who need
such data to fulfill the purposes mentioned above.

We also collaborate with service providers. These service providerswork only according to our instructionsand are
contractually obliged to comply with the applicable data protection requirements.

Moreover, we disclose your datato third partiesonly if:

you have given your express consent to do so in accor dance with Article 6(1), first sentence, point (a) GDPR,

thedisclosureis necessary in accor dance with Article 6(1), first sentence, point (f) GDPR, for the establishment,
exercise or defense of legal claimsand if thereisno reason to assume that you have overriding legitimate inter ests
in your data not being disclosed,

thereisastatutory disclosure obligation in accordance with Article 6(1), first sentence, point (¢) GDPR, or

thisis permitted by law and required for the performance of contractual relationships with you in accordance with
Article 6(1), first sentence, point (b) GDPR.

Your personal data will be disclosed to service providersin athird country only if the special requirements of Article
44 et seqq. GDPR are satisfied.

E. HOW DO WE SECURE YOUR PERSONAL DATA?

BASF usestechnical and organizational security measuresto protect your personal data against accidental or
intentional manipulation, loss, destruction or access by unauthorized persons. Our security measuresare
continuously revised in line with technological developments.
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F. WHAT ARE YOUR RIGHTS?

You areentitled to certain rightsunder the General Data Protection Regulation:

Right of access: Theright of access allows you to obtain information about your personal data processed by usand
about certain other information (such asthat provided in this Privacy Policy);

Right to rectification: If your personal dataisincorrect or incomplete, you have aright to rectification;

Right to erasure: Based on the so-called " right to be forgotten", you can request the erasure of your personal data,
unlessthereisan obligation to retain them. Theright to erasureisnot an absoluteright. For example, we havethe
right to continue processing your personal dataif such processing isnecessary for compliance with our statutory
obligationsor for the establishment, exercise or defense of legal claims,

Right to restriction of processing: Thisright includestherestriction of use or of the manner of use. Thisright is
limited to certain casesand existsin particular if: (a) the data isinaccurate; (b) processing isunlawful and you refuse
itserasure; (c) we no longer requirethe data, but you need for the establishment, exercise or defense of legal claims.
If the processing isrestricted, we may continueto store the data, but not useit. We keep alist of personswho have
exercised theright torestrict processing in order to be ableto ensurethisrestriction;

Right to data portability: Thisright includesthat if technically possible, we transmit your personal datain a
structured, common and machine-readable format for your own purposes,

Right to object: You may object to the processing of your personal dataif they are processed on the basis of
legitimateinterests, in particular in the case of direct marketing.

Right to withdraw your consent: If you have given usyour consent to processing, you havetheright to withdraw
your consent at any time. Such withdrawal will not affect the lawfulness of the processing carried out on the basis of
the consent until withdrawal.

Theexercise of theserightsisfree of charge for you. However, you must prove your identity with two factors. We will
make reasonable effortsin accordance with our statutory obligationsto transfer, rectify or erase your personal data
in our file systems.

To exerciseyour rights, please contact us, e.g. by e-mail or by post. The contact details are provided in section A.

G. WHERE CAN YOU LODGE A COMPLAINT?

Y ou have the option of lodging a complaint with the data protection officer specified toin this Privacy Policy (see
section A for contact details) or with a supervisory authority, in particular in the Member State of your place of
abode, your place of employment or the place of the suspected infringement.
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In any case, you may contact:

L andesbeauftragte fiir den Datenschutz und die I nfor mationsfreiheit Rheinland-Pfalz (Rhineland-Palatinate State
Commissioner for the Protection of Data and Freedom of I nformation)

Hintere Bleiche 34
55116 Mainz, Ger many
https.//www.datenschutz.rp.de/de/gener al-stor age/footer /ueber -den-Ifdi/kontakt/

e-mail: poststelle@datenschutz.rip.de

H. DATA PROTECTION OF MINORS

Thiswebsiteisintended for personswho are at least 18 years of age. I f such a person transmit personal data viathis
website, we will erase such data and not processit further as soon aswe become awar e of the minor.

DISCLAIMER

| dati contenuti in questa pubblicazione si basano sulle nostre attuali conoscenze ed esperienze. Alla luce dei numerosi
fattori che possono influenzarel'elabor azione e I'applicazione dei nostri prodotti, questi dati non impediscono ai
processori di svolgerele proprieindagini e prove; né questi dati implicano alcuna garanzia di determinate proprieta,
nél'idoneita dei prodotti per uno scopo specifico. Ledescrizioni, i disegni, lefotografie, i dati, le proporzioni, i pesi
ecc. Qui forniti sono solo a scopo infor mativo gener ale; possono cambiar e senza preventiva informazione e non
costituiscono la qualita contrattuale concor data dei prodotti (specifiche del prodotto). L'ultima ver sione sostituisce
tutte le versioni precedenti. E possibile ottenere|'ultima ver sione dal nostro sito Web all'indirizzo www.rmpaint.com
o direttamentedal proprio partner di vendita. E responsabilita del destinatario dei nostri prodotti assicurarsi che
vengano rispettati tutti i diritti proprietari eleleggi eleleggi esistenti.
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